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Abstract. Digitization affects all areas of public and work life - people connect
with friends, family, colleagues, and businesses and exchange data with each
other every day via apps and platforms. However, digitization in the healthcare
sector is lagging far behind. Instead of exchanging data digitally and striving for
efficient digital linking, the healthcare sector often uses the telephone or fax as a
means of data exchange. By conducting a case study on the German healthcare
sector, this paper identifies six categories of barriers that inhibit digital linking in
healthcare: individual, legal, financial, institutional, technological, and
workforce-related barriers. They are analyzed using the dimensions of level, IT
influence, and perception and applying the actor-network theory.
Keywords: digital linking, barriers, healthcare, actor-network theory.

1

Introduction

Digital linking of people and organizations is ubiquitous, especially in private life and
business, to be informed as an individual and remain competitive as a company. While
digital linking is well advanced in these areas, the situation in the healthcare sector is
quite different. The plural structure of the healthcare sector is characterized by diverse
groups of stakeholders such as physicians in private practice, hospitals/clinics,
pharmacies, nursing services, and many others. This makes effective digital linking
particularly relevant but simultaneously more challenging to implement due to the
heterogeneous structures.
Instead of communication and cooperation occurring digitally with other
stakeholders to exchange patient data, communication in the German healthcare sector
predominantly occurs by telephone, fax, or in writing via doctors’ letters [1]. This state
of digital underdevelopment, exemplarily represented by Germany’s case, is
characteristic of the healthcare sector in many countries. Shrinking budgets and
increased healthcare spending curtail the strive for the integration of sustainable health
information systems [2]. Even when compared to surrounding countries, the German
healthcare sector lags behind in adapting its digital landscape. In the Digital Health
Index study, examining the country rankings of 17 EU and OECD members, Germany
ranked 16th, with Poland closely behind it [3]. Studies have already identified a lack of
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working groups among relevant stakeholders as one of Germany’s deficits in the
digitization process of its healthcare landscape [4].
In this context, research has mainly focused on developing and evaluating digital
platforms to connect healthcare stakeholders [5-7]. However, to advance the digital
linking of stakeholders in the healthcare sector, it is essential to first know the barriers
that each stakeholder faces. This will enable stakeholders to overcome these obstacles
in a targeted manner and achieve more efficient digital linking, measured in terms of
having more interfaces with each other, as well as digitalized and integrated processes,
and simplified communication. While other studies on barriers to linking have tended
to focus on sub-areas such as wound healing [8] or occupational and rehabilitation
physicians [9, 10], our case study takes a holistic approach to digital linking, especially
among primary care physicians, hospitals, and care providers. This leads to the
following research question:
RQ: What are the barriers to digital linking among healthcare stakeholders in
Germany, and how can they be categorized and prioritized?
First, an overview of the related work and theoretical background is provided. A
literature analysis is used to categorize the barriers to digital linking in healthcare and
thus answer the research question. Based on this, five interviews were conducted and
evaluated with relevant stakeholders from the healthcare sector. The barriers are
analyzed using different dimensions to obtain a multi-focal view. To provide an indepth analysis, the barriers are prioritized and analyzed using the actor-network theory
(ANT). Finally, the results are critically discussed, limitations of the study are pointed
out, and an outlook for future research is given.

2

Background and Related Work

The term “linking” describes coordinated interaction across sector boundaries and areas
of responsibility [11]. Successful linking saves time and is efficient and effective.
Linking can take place on different levels: the micro, meso, and macro levels. In the
healthcare sector, the micro level consists of physicians, hospital as well as medical
staff, (geriatric) nurses, pharmacists, and care providers; the meso level is constituted
by hospitals, clinics, private practices, pharmacies, and care providers; the macro level
by health insurance companies, (panel) doctors’ associations, and legislators. Thus,
digital linking comprises the digital interaction of all stakeholders to save time and
prevent documentation errors. Prominent examples are the exchange of digital
documents, communication beyond organizational borders, or the retrieval of already
documented information from patient health records. The barriers to digital linking
considered in this paper refers primarily to the micro and meso levels. An example of
this is physicians exchanging and sharing information digitally with pharmacists,
healthcare workers in hospitals, or care providers. Macro-level stakeholders become
relevant for implementing recommendations for action to overcome existing barriers.
Effective digital linking is crucial for the best possible medical care, and, therefore, it
deserves high priority in the healthcare sector. Although there are already various
digital linking options available, such as platforms, e-mail, and electronic patient

records, communication is still analog in many cases – in Germany, it occurs mainly
by telephone, fax, or (doctor’s) letter [4].
Various legal framework conditions have been created in Germany in recent years,
particularly the Hospital Future Act and the Digital Care Act, which should create
stronger incentives for digital linking [12, 13]. These two acts require the stakeholders
to connect to the so-called telematics infrastructure to exchange data with other
stakeholders via a secure data network. Despite these legal requirements, however, the
expansion of IT in the German healthcare sector has been slow, and in recent years,
there has been little progress in digital linking between the stakeholders. This is also
reflected when comparing Germany internationally: it lags far behind other European
countries in the area of digitization in healthcare [14]. Thus, this paper focuses on
Germany in particular and aims to link the barrier categories derived from the literature
with findings from interviews with stakeholders from the German healthcare sector.
The ANT illustrates the relevance of holistic linking [15]. It argues that the world
consists of myriad networks made up of people as well as concepts, ideas, and objects
[16]. Referring to the healthcare sector and present paper, the healthcare sector consists
of actors such as physicians, (nurse) practitioners, hospital IT managers, any software
and hardware, process structures, analog forms of communication such as doctors’
letters, and more. These actors condition and influence each other. The ANT assumes
that the entire network is affected when an actor (whether human or software, for
example) participates in this network or a process is changed [17]. For example, if
doctors’ letters are digitized, processes among the entire stakeholder chain, including
healthcare institutions, individual stakeholders as well as the legislation, would be
changed. Therefore, it is essential that all actors are included in change processes so
that the network system does not collapse. The ANT can thus form a framework to
characterize the planning and monitoring of process change as it arises through
extended digital linking.

3

Research Approach

To answer the research question, a mixed-study-review approach was adopted in which
the first step was to analyze the literature for barriers to digital linking among healthcare
stakeholders. The results were then analyzed and categorized. Building on the literature
analysis, expert interviews were evaluated, and the experts’ statements were
systematically classified into the previously defined categories to expand the existing
overview of barriers in digital linking. The systematic literature analysis’ procedure
followed vom Brocke et al.’s rules [18]. The Scopus, Web of Science, and Google
Scholar databases were searched using the following search string: (barriers OR
obstacles OR challenges OR problems) AND (interconnection OR “data transfer” OR
“data exchange” OR “data sharing” OR cooperation OR platform OR collaboration
OR linking OR digital OR telehealth OR telemedicine OR “digital enabled integrated
care) AND (health OR healthcare). In addition, forward-backward searches were
conducted to find additional relevant articles. Studies that had either a qualitative,
quantitative, or mixed-method design and covered barriers to digital linking among

healthcare stakeholders were included in the literature analysis. To ensure the articles
were recent, only studies published after 2010 were included. After analyzing the titles
and abstracts and conducting a full-text analysis of the relevant literature, 13 relevant
sources were identified and used to highlight the barriers to digital linking.
Subsequently, these articles were evaluated using qualitative content analysis according
to Mayring [19], and the identified barriers were systematically categorized.
Five semi-structured expert interviews were conducted to compare the analyzed
barriers from the literature with our own findings and supplement them. The interview
guidelines were based on Gläser and Laudel’s guidelines [20]. Table 1 presents an
overview of the interview partners. Interviews were conducted by telephone or
videoconference between January and April 2021 and took 33 minutes on average. The
interviews covered the following topics, among others: status quo of IT infrastructure;
communication; data exchange and digital linking with healthcare stakeholders;
identification of barriers to digital linking. The interviews were subsequently
transcribed and analyzed using qualitative content analysis as well as frequency
analysis according to Mayring [19] with the support of the QDA Miner software.
Table 1. Overview of the interview partners

IDs
E1
E2
E3
E4
E5

Job description
IT project manager of a hospital alliance
Head of IT department of an international care service provider
Deputy IT manager of a supra-regional care service provider
Physician; specialist for internal medicine in private practice
Physician; specialist for internal and palliative medicine in private practice

4

Results

4.1

Literature Analysis

The barriers from the analyzed literature can be categorized into several groups.
According to Khalifa [21], the categories human, financial, legal and regulatory,
organizational, technical, and professional barriers can be deducted. Similar to Khalifa
[21], Teckert [8] designs a categorization including personal, financial, technical, and
legal barriers. These are in accordance with Stratil et al. [9], who categorize the barriers
into organizational, interpersonal, and structural. To obtain the best-fit categories
according to our literature analysis, we derived six categories that sum up the barriers
to digital linking in healthcare. These categories are individual, legal, financial,
institutional, technological, and workforce-related barriers.
To analyze these categories in depth and obtain a multi-focal view of the subject,
three dimensions were derived following Vogelsang et al. [22]. These include the level,
IT influence, and perception dimensions. Level describes on which level (micro, meso,
or macro) the stakeholder groups are affected. IT influence deals with how much the
influence of IT is determined by social, socio-technical, or technical factors. Perception
refers to what stakeholders perceive in terms of solving the barriers, resulting in the

manifestations “standing by,” “fear of,” and “lack of.” The six aforementioned
categories are further analyzed below (abbreviations in parenthesis).
Individual barriers describe barriers based on individual assessments, skills, and
behavior and affect the micro level. Efficient digital linking is hindered by individual
change resistance (I1), that is, a lack of affinity to change the standard ways of working
[8, 23]. In addition, fear of losing control and being restricted in one’s autonomy (I2),
as well as a lack of technical affinity and competence (I3), are considered barriers [5].
Uncertainty about how to achieve efficient linking using digitization (I4) is also a
barrier [24]. Low perceived need and benefit of digital linking (I5) are also mentioned
[8, 9]. Mistrust in other stakeholders, that is, fear of what others will do with their data,
also plays a role (I6) [8, 25]. Furthermore, a lack of initiative and commitment to digital
linking (I7) are obstacles [9]. A lack of acceptance of IT solutions is also critically
important (I8) [25]. Thus, it can be concluded that IT influence occurs in a social and
socio-technical domain with I1, I2, I4-I7 in the social domain and I3, I8 in the sociotechnical domain.
Legal rules and regulations that hinder digital linking are categorized as legal
barriers and exist at the macro level. In this context, the absence of guidelines for
digital linking, collaboration, and communication (L1) is perceived as an obstacle [2325]. In addition to impractical legal frameworks and regulations (L2) [25, 26], a high
level of bureaucracy (L3) [24, 25] and data protection and privacy regulations (L4) are
identified as barriers [8, 9]. In terms of IT influence, the barriers L1 and L4 can be
described as influencing IT in the socio-technical domain, and L2 as well as L3 can be
interpreted as influencing the social domain.
Barriers arising from finance, cost, and resources fall into the financial barriers
category, which affects the meso and macro levels. In addition to the high costs of new
technologies (F1) [8, 24, 27, 28], the lack of financial support from legislators (F2) is a
critical point [8]. Low IT budgets and insufficient resources to develop new, digital
working methods (F3) are often cited as the main barriers [24, 25, 29]. Furthermore,
opportunity costs (F4) are seen as a barrier because the time used for linking is not
financially compensated, leading to fears of financial losses due to the need for
additional time resources [8]. Since stakeholders rely on refinancing, there is a fear of
financial loss due to the elimination of medical examinations by more effective linking
and electronic exchange (F5) [8, 24]. Hübner et al. [25] find that insufficient return on
investment is also a barrier to successful IT implementation (F6). Except for aspect F1,
which can be described as concerning the technical domain in relation to the IT
influence dimension, all other aspects influence IT in the social domain.
Institutional barriers include barriers in the organizational and procedural structure
and generally affect the meso level. A lack of structured processes for information
exchange and a lack of established routines for digital linking are obstacles (IS1) that
result in unclear responsibilities for the stakeholders involved [23, 25, 27, 30]. In
addition to affecting the meso level, this barrier also affects legislation at the macro
level. Hübner et al. [25] find that the unwillingness of other institutions to link digitally
is prevalent. This can be characterized as institutional change resistance (IS2).
Therefore, all institutional barriers affect IT in the social domain.

The area of technological barriers relates to the IT infrastructure, hardware,
software, and aspects of digitization in general. The category affects the meso and
macro levels. Teckert [8] states that insufficient bandwidth and reception quality, as
well as the presence of regions with poor network coverage, are relevant factors in
hindering digital linking in healthcare (T1), as is inadequate or even missing hardware
(T2). Inconsistent data standards and interfaces (T3) [25, 28, 31], as well as constraints
of existing (communication) technologies (T4) [32], can further be categorized as
technological barriers. A lack of potential platforms for digital linking has also been
identified as a barrier (T5) [29, 31, 33]. All barriers can be assigned to the manifestation
“technical” in the IT influence dimension.
Barriers resulting from everyday work are categorized as workforce-related and
affect the meso level. Limited IT staff to implement and support the use of technologies
(W1) is considered a significant barrier [25, 28]. In addition, lack of time (W2) is
identified as a barrier: healthcare stakeholders lack the time to create and implement
effective processes for digital linking due to high patient volumes [9, 23, 24, 32]. Pratt
et al. [21] postulate that high workloads do not provide time for new processes and thus
inhibit digital linking (W3). Competing priorities between stakeholder groups (W4) are
also a barrier [24]. With the exception of W1, which affects IT in the socio-technical
domain, all workforce-related barriers can be seen as social in the IT influence
dimension.
4.2

Interview Analysis

The interviews reveal that various barriers in the German healthcare sector currently
stand in the way of efficient digital linking. The identified barriers can be integrated
into the developed category system to extend it. Table 2 presents a detailed
categorization, including the dimensions resulting from the literature and interview
analysis. The barriers mentioned both in the literature and the interviews are highlighted
in light blue. Aspects that were added through the interviews are highlighted in bold.
Individual Barriers. All interview partners mentioned individual barriers, and in
particular, the aspect of “individual change resistance” (I1). Both E4 and E5 emphasize
that a subjective resistance to change the current and individual ways of working is
strongly dependent on the age of the stakeholders. Older stakeholders are more affected
by change resistance than younger ones, who are more open to digital solutions, more
willing to change their working methods, and more likely to push digital solutions.
Another major barrier is the lack of initiative and commitment (I7). According to the
experts, since the previous forms of communication and information exchange seem to
be working, many stakeholders are not interested in change: “Since telephony is
supposedly working well, they are not interested at the moment” [E2]. While they
recognize the need for digital linking among themselves, they lack the commitment to
exchange ideas and develop solutions with other stakeholders [E3].
A barrier identified primarily by the IT managers of the care providers is a lack of
IT competence (I3). E2 states that “a caregiver provides care because they usually want
to do nursing and there it is often the case that the employees are not so IT savvy. They
haven’t learned it that way and don’t necessarily want it that way.” From this, it can

also be deduced that, in addition to IT competence, it is primarily the lack of IT affinity
that is decisive: “The further an employee is in the operational area, the less IT savvy
this person will be, because there, too, the focus should rather be on the patient and less
on the area of administration, communication and IT” [E2]. E5 also states that a barrier
is the lack of acceptance of digital platform solutions for linking (I8), which explains
why digital linking has not progressed far enough.
In addition, there is a low perceived need on the side of the stakeholders to change
the existing conditions (I5). While legal requirements for digitization are implemented,
this is only because it is required and not because of potential benefits: “This means
that we do not push for it to be implemented, but we do what we have to and we do it
promptly, but not with the feeling that anything will improve for us as a result” [E5].
In addition to this, it can be inferred from E4 and E2’s statements that security concerns
are also a barrier (I9). Many stakeholders are concerned about potential data breaches
due to insecure or legally unsecured digital channels. Concerns about installing
malware or becoming the victim of a hacker attack are prevalent [E5]. Security
concerns (I9) affect the micro level and influence IT in a socio-technical way. The fear
of data breaches characterizes the perception dimension.
Legal Barriers. A significant legal barrier is data protection (L4). For example, most
communication does not take place via e-mail as this is seen as an insecure and legally
impermissible way to discuss patient-related data [E2, E3, E5]. In the area of regulation
and legal framework conditions, the Hospital Future Act is seen as a barrier. This is
because, according to E1, the time windows for implementing the law are too narrow,
so that the expansion of digitization is unrealistic even with the help of external service
providers (L2): “We have a small-time window of four years, where we then have to
implement the projects. There, the external service providers are already saying that it
won’t be feasible.” Experts also mentioned that the legal requirements for security
technology, such as servers and room monitoring systems, are complex to follow. This
makes it difficult to meet the requirements for the digital linking of stakeholders [E3].
Financial Barriers. In the area of financial barriers, the aspect “return on
investment” (F6) is an important one [E5, E3]. For the experts, cost-benefit
considerations are a decisive factor in the implementation of digital linking options. As
the experts do not expect a high benefit from digital linking, it is seen as a highly costly
investment and, therefore, not strongly promoted. Opportunity costs must also be
considered (F4). According to E3, time delays and the slow pace of implementation are
barriers, as the additional time resources required are not compensated. Furthermore,
E1 states that lack of financial support from the legislature is a barrier (F2). The digital
expansion of the institutions according to legal regulations requires high costs, which
the legislator does not entirely absorb. Thus, not enough subsidized and financial
resources are available to sufficiently advance the digital linking (F3): “In the outpatient
sector, we do not get it financed 100% [...] Where it is definitely not enough is the lump
sum that we get for software components” [E1].
Institutional Barriers. The mentioned institutional barriers are that hospitals, in
particular, are seen as resistant to the implementation of new digital linking platforms.
This aspect can be interpreted as institutional change resistance (IS2): “We have given
hospitals the opportunity to connect to us, and unfortunately hospitals are still a bit

hesitant” [E3]. E4 states that the difficulty of digitizing long-winded, complex
processes is another barrier to digital linking (IS3). Complex processes (IS3) affect the
meso level and affect IT influence on a social scale. It can be described as “standing
by” in terms of the perception dimension.
Table 2. Barriers to digital linking in relation to the dimensions.

Workforce-related

Technological

Institutional

Financial

Legal

Individual

Sources
[8, 23]
[8]
[8]
[24]
[8, 9]
[8, 25]
[9]
[25]
E2, E4, E5
[23-25]
[25, 26]
[24, 25]
[8, 9]
[8, 24, 27, 28]
[8]
[24, 25, 29]
[8]
[8, 24]
[25]

Lack of processes (IS1)
Institutional change resistance (IS2)
Complex processes (IS3)
Time-efficiency (IS4)
Network coverage (T1)
Deficient equipment (T2)
Conflicting standards (T3)
Technological constraints (T4)
Lack of platforms (T5)
Discrepancy of implementation (T6)

[23, 25, 27, 30]
[25]
E4
E2, E5
[8]
[8]
[25, 28, 31]
[32]
[29, 31, 33]
E1

x
x
x
x

Limited IT staff (W1)
Lack of time (W2)

[25, 28]
[9, 23, 24, 32]

x
x

x

Heavy workload (W3)

[24]

x

x

x

Competing priorities (W4)
Lack of HR (W5)
Additional work (W6)

[24]
E3, E4
E4, E5

x
x
x

x
x
x

x

x
x
x
x
x
x
x
x
x

x
x

x
x
x

x

x
x
x
x

x
x
x
x
x
x
x
x
x
x

x
x
x
x
x

x

x
x

lack of

Barriers
Individual change resistance (I1)
Loss of control (I2)
Lack of competence (I3)
Uncertainties (I4)
Low perceived need (I5)
Mistrust (I6)
Lack of commitment (I7)
Lack of acceptance (I8)
Security concerns (I9)
Missing guidelines (L1)
Regulation (L2)
Bureaucracy (L3)
Data protection (L4)
Costs of technologies (F1)
Lacking support (F2)
Limited resources (F3)
Opportunity costs (F4)
Reimbursements (F5)
ROI (F6)

fear of

standing by

technical

socio-technical

social

IT-Influence Perception

macro

meso

micro

Category

Level

x
x
x
x
x

x
x
x

x
x
x

x
x

x
x

x
x

x
x
x
x
x

x
x
x
x
x
x

x
x
x
x

x
x
x
x
x
x
x
x
x
x

x
x
x

x
x
x
x
x
x

x

x
x

x
x

Another obstacle is the imbalanced cross-institutional time efficiencies (IS4) [E2,
E5]. Physicians see themselves as disadvantaged compared to other stakeholders.
Digital changes, which are prescribed by the legislator, are assessed as beneficial to
other stakeholders but not for the physicians themselves [E5]: “I don’t think that’s fair,
because most of the changes don’t come from the medical profession, but from the
administrative bodies, the health insurance providers and the pharmacies, and they want
to have a relief, and we have to get it going, because we are the starting point. [...] I
have the impression that only the subsequent structures benefit from it. That is too little
for me. I find that very annoying.” This aspect affects the meso and macro levels, has
an IT influence on the social domain, and is a “standing by” aspect of the perception
dimension.
Technological Barriers. The experts state that there are problems in the area of
inconsistent data standards (T3). Data exchange must be standardized and consistent
across providers and software products to avoid incompatibilities across institutions
[E1, E3]. There needs to be a concrete legal requirement or standards for data exchange
and interfaces to produce compatible products for the various institutions across
software manufacturers: “It would have to be very clear what the actual technical and
logistical requirements are. What standards are there, the specialist manufacturers
themselves would have to be brought on board [...] or would have to have a very clear
interface description” [E3].
The lack of platform solutions and alternatives for data exchange is a barrier for E1
(T5). Currently, there is no platform solution to make documents available to other
stakeholders. This even applies to e-mails: there has been little to no communication to
other stakeholders so far via e-mail [E4]. In particular, communication with nursing
homes is still mainly done via fax since, according to E5, no digital alternatives are
available: “The problem is that we don’t have a real alternative to fax, yet.”
Technological barriers also exist in the system's reliability. The unreliability and
susceptibility to errors of software products are also seen as major obstacles [E3]. These
aspects are barriers to digital linking because of the constraints of existing software
solutions (T4).
Respondents also claim that low network coverage (T1) is a barrier [E1, E3]. Since
the expansion of digitization in Germany has not yet progressed far enough, particularly
in rural regions, data transfers have to be planned and take place in specific time
windows. E1 states that “data lines, especially in rural areas, are still limited and we
usually send the data at night, at times when the load is low.”
It can be deduced from the interview with E1 that the acceptance of a digital solution
to linking depends on whether the providers adequately implement consumer
requirements (T6). If the requirements are not implemented appropriately, there is a
low acceptance and thus a low probability of using such solutions to digital linking.
The barrier (T6) affects the meso level, and it can be characterized as “standing by” on
the perception dimension and as “technical” on the IT influence dimension.
Workforce-related Barriers. Concerning workforce-related barriers, heavy
workload (W3) and a lack of time (W2) are cited as relevant aspects [E2, E4]. Medical
practices have a particularly high workload due to high patient volumes and therefore
have little time to deal with digital linking with other stakeholders. It is seen as a

challenge that “IT [...] facilitates quite a lot of work but on the other hand employees
have so much work to do that they cannot deal with it” [E2]. Thus, there is a vicious
circle. Although there is an understanding that IT can create added value in linking, it
is hardly possible for the stakeholders to deal with the expansion of digital linking due
to the high patient care requirements and heavy workload.
Another barrier is the competing priorities (W4). Digital linking is not the highest
priority for the stakeholders, as they “have other construction sites that are bigger than
this one” [E2]. According to the interviewees, digital linking with other stakeholders
counteracts the day-to-day business operations instead of supporting them. E3 describes
the situation as follows: “The nursing staff in such an outpatient care service has other
tasks, namely, to care and not to figure out ‘how do I get the data from A to B’ and then
to struggle with it again”. This shows that the stakeholders see digital linking as a
burden instead of as a relief and support.
Furthermore, another challenge is the lack of human resources (W5) [E1, E3, E4],
which affects the meso level and is categorized as having a social influence on IT.
Experts have mentioned a lack of personnel in the care area and a lack of specialists in
the IT area. E4 believes that the lack of personnel is a fundamental problem in the
healthcare sector. A noted obstacle is that it is difficult to hire specialists in the field of
IT and institutions compete to recruit IT staff (W1) [E1, E3].
Another barrier is the staff’s concerns about and fears of extra work and additional
stress (W6) caused by digital solutions to linking [E4, E5]: “I would like for it to
unburden me. But I am worried that I will be additionally burdened by it until it is
running properly” [E5]. It is noticeable that the initial additional expenses, which result
from changes in the IT area, are considered, whereas the long-term added value is
ignored. E4 expects that increased digital linking would also mean increased data
maintenance, which would lead to additional work that would exceed capacities. Thus,
W6 affects the meso level and the social aspect of the IT influence dimension.

5

Prioritization of Barriers

To gain a deeper understanding of the barriers, the barriers were prioritized based on
the interviews and evaluated using frequency analysis. The barriers mentioned the most
across all interviews and by at least three of the experts are data protection (L4), security
concerns (I9), individual change resistance (I1), and lack of platforms (T5).
Data protection is a major hurdle to digital linking in healthcare, particularly in
Germany. This is evident in the fact that in many areas, no personally identifiable or
patient-related data may be sent via e-mail. Since the protection of patient data in
healthcare is a particularly sensitive issue, the exchange of this data is only possible
with special certificates and verification and encryption techniques, which deter many
stakeholders from using digital channels (E2, E3, E5). Furthermore, the legal
regulations in Germany are perceived as being so strict that often stakeholders use fax
to communicate. It can also be deduced from the interviews that there is significant
uncertainty regarding legal regulations on data protection, and even new legal
initiatives such as the telematics infrastructure have not been able to eliminate these.

Stakeholders do not want to make themselves vulnerable, so digital innovations are
often blocked. The data protection barrier goes hand-in-hand with security concerns. In
addition to strict legal regulations, stakeholders are also concerned about falling victim
to hacker attacks that would paralyze the entire workflow (E1, E2, E5). This illustrates
how intertwined the barriers are. As postulated by the ANT, the barriers are mutually
dependent: individual, technical, and legal barriers cannot be considered independently
but are interrelated as part of a whole. For an illustration of the intertwining of the highpriority barriers based on the ANT, see Figure 1.

Figure 1. Intertwining of the highest priority barriers based on ANT.

Due to strict legal data protection laws, digital linking solutions have to overcome a
major barrier before they can be used in practice. Individual change resistance and
security concerns further cement these barriers. The intertwining is even more evident
when considering that the lack of platforms mentioned (E1, E4, E5) is not a stand-alone
problem. Rather, it arises from the incompatibility of cross-company systems and in
particular from data protection laws, which often prevent the formation of platforms.
Individual change resistance is reinforced because stakeholders perceive imbalanced
cross-institutional time efficiencies, giving them the impression that only other
stakeholders benefit from new laws or technologies (E2, E4, E5). A platform that only
works if all stakeholders use it cannot be successfully implemented if a few
stakeholders ignore it. This points to the existence of a vicious cycle and highlights both
the complexity of barriers and their intertwining as assumed by the ANT. The
intertwining is not peculiar to the German health care sector and can be applied to other
countries as well since the areas of the healthcare sector can never be considered
independently. Rather, all areas are to be understood as cogs in a wheel, which influence
all other cogs in the case of the slightest change.
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Discussion and Conclusion

With regard to the research question, the barriers to digital linking in healthcare can be
divided into six superordinate categories: individual, technological, legal, institutional,
financial, and workforce-related, and they can be analyzed using three dimensions, that
is, level, IT-influence and perception. The barrier categories were derived from the
analyzed literature and confirmed by the interviews. Six new additional barriers were
identified from the interviews: Security concerns (I9), difficulties in digitalizing
complex processes (IS3), imbalanced cross-institutional time-efficiencies (IS4), a
discrepancy of implementation (T6), a lack of staff to implement new processes (W5),
and expected extra work for the professional workers (W6). From the expert interviews,
it can be concluded that data protection (L4), security concerns (I9), individual change
resistance (I1), lack of platforms (T5), and imbalanced time-efficiencies (IS4) are
particularly pronounced. The contribution of this research is that it provides a holistic
overview of the status quo of the barriers to digital linking in the German healthcare
sector. It demonstrates how intertwined the barriers are and provides starting points for
future research on achieving efficient digital linking.
Some of the identified barriers cannot be clearly distinguished from each other, but
in some cases, they merge smoothly. For example, the aspects of high workload and
lack of time are mutually dependent: A high workload leads to a lack of time. This lack
of time means that there is hardly any capacity to familiarize oneself with IT topics,
which, in turn, is reflected in a lack of IT expertise. This also applies to
recommendations for actions. Accordingly, it is not enough to adjust a single element,
that is, to focus the recommendations for actions on just one barrier. Since the barriers
are intertwined, recommendations for actions must be made and implemented at several
levels to enable sustainable and effective digital linking. In terms of the ANT,
overcoming barriers requires rethinking at all levels and by all stakeholders. Healthcare
stakeholders must strive to change their view on digital solutions and take the totality
of the healthcare sector into account rather than considering only their own invested
effort. Legislators should react by changing the framework conditions and incentivizing
stakeholders for adapting digital processes even if they are only profitable for
downstream institutions. Digital linking in healthcare can only be advanced if barriers
are addressed at all levels.
The limitations of this work are related to the fact that the healthcare sector is very
complex and consists of diverse groups of stakeholders. Since the analysis tends to be
done at a point in time, the dynamics of the healthcare sector, which are in constant
flux, cannot be fully mapped. Although the number of interviews is relatively low
(n = 5), the experts represent the views of large institutions; thus, the interviews have
an appropriate level of significance. To draw representative conclusions, the results
should also be supported by quantitative analyses in the future. Because of the
complexity of barrier structures, and because these structures affect so many levels,
future research should explore recommendations for action to overcome these barriers.
In accordance with the ANT, these recommendations for action should not be applied
solely to one category of barriers. Instead, they should take the intertwined barriers into
account and serve as solutions for multiple stakeholders simultaneously.
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